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MINISTRY OF INFORMATION TECHNOLOGY AND

TELECOMMUNICATION
Fei T CORRIGENDUM

Ilamabad, the 27‘"th’1\{ovember, 2020 .

“RULES FOR REMOVAL AND BLOCKING OF UNLAWFUL

ONLINE CONTENT (PROCEDURE, OVERSIGHT _AND
SAFEGUARDS) RULES, 2020 UNDER SECTION 37 OF THE .
PREVENTION OF ELECTRONIC CRIMES ACT. 2016

EARLIER APPROVED AS . CITIZENS PROTECTION
(AGAINST ONLINE HARM) RULES, 202 g

I Rule 3 ( 1) (xn) and Rule 4( 1Xii) of the publlshed S.R.0. 1977(1)/2020
dated 06/10/2020, madvertently, some erroneous part got published. Therefore, . -
through this corrigendum in Rule 3(1)(xi) and Rule 4(1)(11) of the published
S.R.0.1077(1)/2020 dated 06/10/2020, the inadvertent part is hereby withdrawn
and replaced by this corrected wording in the followmg manner - through the
mstant corrigendum:- :

1.

_Rule 4 (1) (i)

Rule 3(1)(xi)

“Person” shall includé any individual, company, body politic or

corporate, or association or body of mdmduals ‘whether -

o mcorporated or not,

| “mtegnty, securtty, and defence of Pakistan” shall bear the same
. meaning as given under Article 260 of the Constztutton of Islamzc,

o Republzc of Pakzstan 1973; or
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GOVERNMENT-OF PAKISTAN

INFORMATIO‘\T TECHNOLOGY AND TELECO‘VIMUNICATION DIVISION _
(Mmlstry of- mformatlon technology and telecommumcatlon)

NOTIFICATION

Jslamabad fhe 6II1 October, 2020 -

.S, R. O 1077(1)/2020 —In exercise of the powers confened by sub section

o (2) of sections 37 of the Prevention of Electronic Crimes Act, 2016, (XL of 2016),

the Federal Government is pleased to approve the following rules prescnbed by. the
Paklstan Telecommunication Authority:— '

CHAPTER-I PRELIMINARY

‘ 1. Short Title and Commencement.—( 1) These rules may be-called
.. the Removal and Blocking of Unlawful Online Content (Procedure Oversight
 and Safeuuards) Rules 2020’

(2) They shall come into force at once. |
| (;295)
Price: Rs. 20.00
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2. Purpose and scope of these rules.—These rules provide for
safeﬁuatds process and mechanism for exercise of powers by the Authority

under the Act for removal of or blocking access to unlawful Online Content

through any information system.

3. Dcfimtlons-—(l) In these Rules, unless there "is anythiﬁg :

repugnant in the subject or context—

(i)  “Act” means the Pleventlon of Electxomc Crimes- Act, 2016 (Act

No. XL of 2016); e .
(i) “Commumty Guidelines™ shall mean any community guidelines,
community standards, policies, rules and.. regulations, user
agreements or any other instruments devised by a Service Provider
including a Social Media Company, or owner of any Information
System, website and webserver;

(il) “Complainant” means any person or his/her guardian, where such
. person is a minor, aggrieved by unlawful Online Content and
includes an entity or a person authorized under these rules to lodge

a complamt '

(iv) “Contempt of Court” shall bear the same'meaning as-given under
the Contempt of Court Ordinance, 2003 (Ordmance V of 2003) and
section 37 (1) of the Act;

(v) “Database Server” means back-end system of an information

' system or service or OTTA using server architecture, which
performs tasks such as data analysis, storage, data mampulatxon
archiving, and othex non-user specxﬁc tasks; ‘

(vi) _"‘Https” mcan_s Hyper Text Transfer Protocol Secured used as

underlying protocol by the World Wide Web for fonmat‘cing,
transmission and commumcatxon of messages on internet in a
secure encrypted form; :

(vii) mcxtement means and mcludcs an act by a person to incite anther
~ to commit’a crime; an aldel or abettor;

(viii) “Online Cohtent” means an Information on an Information System
including but_not limited to photo,-image, video, audio, text,
- infographic, article. sub-content and status uploaded or updated on

any onlme Information System;

(ix) “Online Systems™ means an Information System connected with.

other Information System through interhet and any -cloud-based
* content distribution services; .

»
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(x) “Over The Top  Application (OTTA)” means the service or an
- application or a content which is provided to User over the public
. Internet with or without the involvement of the network provider;

. (xi) “Person” shall include any individual, servant of the state or public
servant, company, body politic or corporate, or association or body
of individuals whether incorporated or not;

(xii) “Social Media™ means any social media application or service or
platform or communication channel dedicated to community based
- input, interaction, content, sub-content, sharing and collaboration,
and includes Facebook, Twitter, Google+, Youtube, Dailymotion,
Instagram, Sriapchat, Pinterest, Linkedln, Reddlt Tik Tok and any

other such application and service;’

(xiii) “Social Media Company” means any Person that owns or manages-
" Online Systems fm pnowsnon of social media;

(xtv) “Universal Resource' Lbcatc)r” (URL) means the global address of
" information and other resources located on or served from
Information System connected through internet; and

(xv) “User” means any Persoii who accesses or avails any Online
_System for the purpose of hosting, publishing, creating, displaying
sharing or uploading any information including views and includes

other persons jointly participating in using the Online Systems.

" (2) All other words and expressions used but not defined in these

“Rules shall have the same nieanings as may be assigned to them in the

Constitution of Islamic Republic of Pakistan 1973, the Act, the Pakistan

Telecommunication (Re-organization) Act 1996 (XVII of 1996), Pakistan Penal

~ Code (Act XLV of 1860), Code of Criminal Procedure 1898 (Act V of 1898),.
and Qanoon-e-Shahadat, 1984 (P.O.No.X of 1984).

CHAPTER-II SAFEGUARDING THE FREEDOM
; .~ OF SPEECH AND EXPRESSION |

4. Freedom of speech .and expression.—(1) Eveny Person or’
' organization shall have the right to express and disseminate any Online Content
~onan Online System as ensured and guaranteed under Artlcle 19 of the
Constitution of Islamic Republic of Paklstan 1973:

. Provided that the Authority shall not lestrict disrupt the flow or
dlssemmatxon of any Online Content unless it 1s necesséary for the reasons as
ptescrlbed in Section 37(1) of the Act:
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Provided further that, without prejudice to the generality of the powers
in Section 37(1) of the Act, the removal and blocking of access to an Online
Content would be necessary in the interest of: :

)

(i)

(1ii)

(iv)

@

“glory of Islam"’ if the Online Content constitutes an act which is
an offence under chapter-XV of Pakistan’ Penal Code, 1860 (Ac/-'
XLVof]860) or

“integiily, security and defence of Pakistan" shall bear the same.
meuning as given under Article 260 of the Constitution of Islamic

Republic of Pakistan 1973 and for the purposes of the Act shall

also mean and include the dissemination of an information which
intimidates or harms- the reputation of Federal or Provincial -
Government or any person holding public office, established under
the laws of Pakistan or under the control of Federal or Provincial
Government or otherwise. brings or attempts to bring into hatred
or contempt, or excites or atlempls (o excite dlsaffecnon towards,
the Federal or Pl ovincial Government; or :

1-7ublzc order” lf the Online Content constitutes an act which is an
offence undel chapter-XIV of Pakistan Penal Code, 1860 (Act XLV

- of 1860), or ‘the Online Content contains any fake or false

information that threatens the public or der, public health and
public safety or the Online Content constitutes-an act which could
lead to the ‘occasions as described under chapter-XI of the Code
of Criminal Procedure, 1898 (Act Vof 1898); or

“decency and morality” if the Online Content cons/zlm‘es an act
which is. ani offence under section 292 293,294 and 509 of
Puakistan Penal Code, 1860 (Act XLV of 1860).

The rules and any directions issued by the Authority under these

-~ rules shall prevail and take precedence over any contrary Community Guidelines
and any such Commumty Guidelines shall bc null and void.

CHAPTER—III FILING, PROCESSI'\ GAND DISPOSAL OF

g7

COMPLAI\ TS -

Filing of complaints.—(1) The Authority shall entertain

" complaints with regard to the unlawful Online Content. A complaint for
blocking or removal of Online Content may be filed by:— '

NO)

any Person, or his/her guardian, where such Person is a-minor,
aggrieved by Online Content; or - :
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(ii) a Ministry, Division, attached department, sub-ordinate office,
provincial or local department or office, a law enforcement agency
or intelligence agency of the Government, or a company owned or
controlled by the Government.

(2) The Complainant mentioned under clause (i) of sub-rule (1) above,
may lodge a complaint against any unlawful Online Content to the Authority
through the Form specified in the Schedule, which may be amended ﬁom time to.
time by the Authority:

Provided that where a Complainant -is unable to lodge.a complaint
through the Form specified in the Schedule, the Complainant may use any other
appropriate means in writing to lodge the complaint to the Authority while
making full disclosure of available information regarding the complamt and the
Complainant: -

" Provided further that the Authority may seek any further information or
clarification from the Complainant for an appropriate decision on the complaint.

(3) The complaints made under clause (ii) of sub-rule (1) above shall
be made only by authorized representative through a web-based mechanism -
developed by the Authority for this purpose allowing the designated department
to clearly elaborate the unlawful Online Content complained of, its location on
the internet and rcasons for its lemoval or blocking access to such Online
Content.

(4) The Authority shall register the said complaint through the
allocation of unique complaint number to be communicated to the Complainant.

(5) The-Authority shall ensure that the Online Content and the identity
of the Complainant is kept confidential if the sharing of such Online Content or
the identity of the Complainant with others may result in proliferation of the
Online Content or harming, harassing or defaming the Complainant, or invasive
of the Complainant’s privacy or relates to the modesty of the Complainant:

Provided that the Authority shall not disclose such Online Content and
identity of the Complainant to any person who are directly responsible for
receiving and processing the complaints. For this purpose, the Authority may .in
addition to other ordinary modes of filing of a complaint also provide a separate
secure mechanism for filing of a complaint.

(6) The Authority; subject to the provisions of these Tules, may on its
own motion take cognizance of any unlawful .Online Content and may pass
appropriate directions. '
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6.. Dispésal of .complaint.—(l) Subject to the provisions of .these
rules, a complaint filed under xule 5 above, shall be decided by the Authority
within thirty days. .

(2) The Authority while deciding any complaint filed under Rule 5 (1)
or taking any action under Rule 5 (6) may pass any order in writing and record
reasons for its decision for removal or blocking or issue directions to the Service .
Provider, Social Media Company, owner of Information System, owner of
internet website or web server and User for removal or blocking access to an
Online Content in accordance with the requirements of section 37 (1) of the Act:

Provided that the Authority, subject to the provisions of the Act and -
these rules, prior to passing of any order shall issue notice or provide an
opportunity of hearing, as the case may be, to the Complainant and any other
Person who in the opinion of the Authority, is likely to be adversely affected by
such order:

Provided further that the Authority while passing such order shall give -
24 hours’ time to the Service Provider, Social Media Company, owner of
Information System, owner of internet website or web server and User to comply
with the directions of the Authority for removal or blocking access to the Online
Content and any other directions as may be issued in the order;

Provided further that in case of emergency the Authority may direct the
Service Provider, Social Media Company, owner of Information System, owner -
of internet website or web server and User to remove, block access to the Online
Content complained of within 6 hours instead of 24 hours from the time of the
receiving of the directions. Provided that the Authority shall specify the reasons
for emer gency in writing, '

(3) The Authority may in consultation with the law enforcement
agency/investigation agency, defer action, not beyond one month, on a
complaint iir the interest of helping criminal investigation of the matter:

- Provided that action on a complaint relating to modesty of a natural
Person’ shall not be deferred by the Authority without consent of the
Complainant. . ~

(4)  The blocking or removal of any unlawful Online Content hosted on
websites/web servers offering Https or similar protocols. shall be undertaken by
the Authority on a be<t effort basns

(5) In case the Servlce Prov1der Social \4ed1a Company, owner of
Information System. owner of Internet website or web server and User fails to
_remove or block access to the Online Content or to comply with the directions

issued by the Authority under Rule 6 (2) above within the specified time, the .
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Authority may initiate action against Suvrce Provider, Socnal Media Company.
owner of Information System, owner of Internet wcbsnte or web server and User
unden the Act. -

-

(6) The- Authorntv wlnlc 1ssum° directions for |emoval or bocl\mg

. access to any Online Content may direct the Service Provider, Social Media

Company, owner of Information System owner of Internet website or web
server and User to secure such information including traffic data, as the case
may be for such period of time as the Authority may decm appxoprlate

(7) The Authouty may seek an expen opinion from any person(s).
wherever it deems appropriate during processmg of the complaint against Online
Content. - . : '

7. Obligations with respect to blocking and removal of unlawful
Online Content.—(1) A Service Provider, Social Media Company, .owner of
Information System;, owner of internet website ‘or web server and User shall, -
upon’ receiving -any directions under Rule 6 by the Authority, in writing or

_ through- email signed with electronic signature, shall act within twenty-four

hours or in case of emergency within six hours to remove or block access to
such unlawful Online Content. .

8. Blockmg of Online System.—(1) In case a Servnce Provider,

. Social Media ‘Company, owner of Information System, owner of i internet website

or web server and User fails to abide by the provision of these Rules, the
Authority may issue directions for blocking of the entire Online System, or any

services provided by such Service Providers owned or managed by the said

Service Providers or Social Media Company

9. Other Obligations of the Service Providers and Social Media |
Compames —(1) A Social Media Company and Service Provider shall publlsh

the Commumty Gundehnes for access or usage of any Online System.

. (2) - Such Community Guidelines shall inform the User of the O’niihé
System not to host, display, upload, modify, publlsh transmlt update or share
any Online Content that: .

- i.. belongs to another Person or to whlch User docs not have any
uoht, or

ii. is blasphemous, defaimatory, obscene, pornographic, pedoplnhc
invasive of another’s, prlvacy, or

L violvates or affects rehgxous, cultural, ethnical sensitivities of
Pakistan; or
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iv. harms minor in any way; or
v iinpersohates another person; or

vi. threatens the integrity, security or defence of Pakistan, or pubhc
.Oldet or causes- mcutcmenl to any offence under the Act.

(3) A Social \/[edxa Company and Service Provider shall dep!oy
appropriate ‘mechanisms for identifying an- Online Coxnenl as specified in
sub- rule (2). '

- (4) The Service Provider and Social Media- Company shall not -
knowingly hoet, display, upload, publish, transmit,.ipdate or share any Online
Content, and shall:not‘allo{v the transmission, select the receiver of transmission, '
" and select or modxfy the information contamed in the transmlssmn as specnﬁed
in'sub-rule (2): - |

Provxded that the fol!owmo actions by a Service Provndex and SocnaI
Media Company shall not amount to hostmg pubhshmo edmng or slormo of any
3uch mformatlon as specified in sub-rule (1)

(a)  temporary or transient or intermediary storage of" infonﬁatidn
: aUtomaticéll)' within the information system as an essential feature

of such information systém “involving.no exercise of any human
editorial "control, for onward tlansmlssxon or commumcatlon to

»
’

another mformatlon system

(b) -removal of access to any information, data or communication link

by a Service Provider and Social Media Company after such . -

information, data, ommumcahon link comes to the actual
knowledge of a-person authonzed_by the Social Media Company
‘pursuant to any order or direction as per the provision of the Act. '

(5) The Service Provider and the Social Media Company. which has

-more than half nﬁi]]idn users in.Pak_is;tan or is in the list of Service Provider or
Social Media Companies specially notified by the Authority from time to time
shall: ' . '

(a) - register with the Authority, within nine manths of coming into
force of these rules; -
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(b) establish a permanent registered office in Paklstan w:thua physncal
‘ addxess preferable located in Islamabad, wrthm nine months of the
coming into force of these rules

(©) _appoint a.foca! person based in Pakistan for coordination with
Authority to ensure compliance of its orders or directions.made in
accordance with provnsxons of Act or rules, and-to- 1ece1ve any -

fotices on behalf of Sexvrce Provider or Social Media Company in,
Pakistan within three months of the coming into force of these

. r

" rules; and

(d) Subject to the promulgation of Pata Protection Law, establish one

. or more database servers in Pakistdn 'within eighteen months of
ceming into force of these Rules to record -and store data and
Online Content, within -the territorial boundaries - of Pakistan for
citizen data privacy. 4. g =

(6) The Service Provider and ‘the Social Medla Company shall not
knowmgly participate in any act which has the potentlal of contravening any
' prov1snons of the Act, or these rules or any other law for the time being enforced.

(7) The Ser_vice Provider and the-Social Me_d-ia Company shall provide
to the Investigation® Agency designated or established under section 29 of the
Act,” any information or data or content or sub-content contained in any )
. inform'ation system.owned or managed or run by the re'spective Service Provider
or Social Media Company, in decrypted, readable and comprehensible founat or
plain version in accordance with the pr ovision of the Act.

: Explanalion Subject to justifiable technical limitations, the info'nmatidn
to be pxowded may include subscnbel mfox mation, traffic data, ¢ontent data and
any other mformatmn or data. ‘

(8) The Servxce Provider and Social Media Company shall publlsh on -
its Online Systems, the name of grievance-officer and his contact detail as -well
as mechanism by. which User or any Complamant who suffers as result of access
or usage of Online System by any Person can notify their complaints against -
such offences. The grievance-officer shall expeditiously access and redréss the
comp_laints within a reasonable time of the receipt of the complaint. -
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9 A Serwce Prov1del and the Social Media Company sha.ll deploy
mechanisms to ensure prevention of uploading and live’ streaming through
Online Systems in Pakistan of any Online Content particularly tegaxdmg Online
Content related to terrorism, extremism, hate speech, pomooraphlc incitement
to violence and detrimental to natlonal secur lty -

- (10) In case the Service Pr ovider or the Social Media Company falls to.-
abtde by the Act or these Rules or any. dlrectlon issued by the Authority in
pursuance of these Rules, then the Authorlty, may after giving notice - or
opportunity of showing cause, impose a penalty up to rupees five hundred
million. ' :

10. Circumstances Not to Entertain Complaints/AppliCations — .
The Authorlty shall not entertain camplaints for removal or blockmg of Online
Content where e -

(i) the Complainant fails to furnish necessary information or supply

' relevant documents or does not respond despite reminders or fails
to attend hearings despite notices and it is not possnble to decide
the complaint on the basis of the available locord, or

.(ii) the subject-matter of the co‘mplaint. is sub-judice before a court,”
~ tribunal or board on the date of presentation of the complaint- or
'pendmg investigation before the investigation agency, or -

(iii) the complaint ex-chie’ does not disclose any cause of action to
justify removal or blocking of unlawful Online Content; or - -

(iv) the' s'ubjoctil,11attex‘ of the complaint 1s the same as of the complaint
that has already been disposed of by the Authority or by a court or
* a tribunal of competent jurisdiction; or

(v) the facts of the complaint are of such nature that in order to .
establish the correct position requires a detailed examination of
both documentary and oral evidence :and. its assessment, for which
the proper forum is a court of competent jurisdiction; or

(vi) the complaint/ application has been made by a Person who is not
an aggrieved person; or

(vii) the complaint is anonymous or pseudonymous.
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CHAPTER-IV REVIEW APPLICATION

. 11. Review. —(]) Any Person ag 4'rieved by any order or directions of
‘the Authority under.these rules may file an application for review before the .
Authorlty w1thm thirty days ﬁom the date of passing of the oxder

_ Prov1ded that the Authorlty on its own motlon may also review any
order passed by it and while doing so may subject to notice or personal hearing
to the persons likely to be affected thereby, modify, reverse or confirm,the same:

. Provided further that the Authority may, for reasons to be recorded in

' wrltmg, condone the delay con51dermg the pecuhar facts and mrcumstances of -
the matter in question.

(2) The application for review “under - sub-rule (1) above shail be
decrded by the Authorlty in accordance with the procedures lald down as under:.

" (i) The application for review sha]l be accompanied by a copy of -
-decision or order reviewed against as prescribed .by the Authority
from.time to time and shall set out the contentions of the applicant
together.with all relevant materxal facts and mformatlon pertammg
thereto

(i) The Authority may require the petmoner to provxde any further -
' mformatlon or content in his support

(iii) An-order'shall‘not be modified or reversed unlessrreasona,ble
opportunity of being heard has been given to the parties affected;

(iv) Without prejudice to the generality of the foregoing sub rules, the
~ Authority, while deciding a review petition may seek comments
from designated department, requiring it to submit its rejoinder or
-report within three working days to show as to why the order of the
Authority in question shall not be modified reversed or recalled;

v) The'.applicant shall be informed of any deficiency in the review
* . who shall remove the deficiency within the given period in writing .
“and in case of failure to remove the deficiency the review
: apphcatlon shall be treated as not having been filed. .

. (3) The Authority shall decrde the review application thhm thlrty
workmg days after. conductmg hearing and pass its decision in wrltmg

12. Appeal.—An appeal against the decnsron of the Authority in
review shall lie before the ngh Court within thuty days of the order of the
Authorlty :
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‘CHAPTER -V MISCEL‘LANEOUS

13 Adjoumment of Heanng —The Authority may for ifs own
reasons or on the wr itten request 1ece1ved at least one (01) working day puox to
the date fixed by either party to the hearing may adjow_n the heari ing to another
reasonable date considering the timeline for disposal of the matter. o

14 Ex-Parte Proceedings.—The Authority may pass an -ex-parte
order in case the Complainant or the applicant, as the case may be, fails to attcnd

o the heanng

15. Directions of the Authority:—All directives, guidelines and’
orders issued by the Authority in pursuance of these Rules shall be binding.

16. Public Education and Awarene'ss.——.The Authority may take
such preventive measures/steps for the awareness to public at large through
‘advertisement, print and electronic media within thirty’ (30) days of the
publication of these Rules on the matters, relating to temoval and blockmo of
‘unlawful Onlme Content over internet. - '

17.- Facilitation and -gu’idance of the general public.—(1) The
* Authority shall. establish an information desk at each of its zonal and regional
- offices as well as headquarters and also establish a toll-free telephone helpline
for facilitation and ouidancé of the general puBlic.

(2) The: Authorlty shall also provide guidance for filing of complamts~.
directly to the service providers including Social Media Companies against any
misuse or abuse of such, platforms.

(3) The Authori 1ty sml desmnate an offcer not below the rank of -
BS-17 or equnvalent at its reglonal offices as well as headquaﬁers for crundma the
genelal public with ‘respect to the ‘procedure for filling of complaints -and
receiving the complaints under these rules. |

18. Awareness campaigns.—The Authority - and Complainant
organization(s) may run awareness campaign to educate the general public in
respect of their rights, responsibilities and remedies available under these rules.

(F. No. 3-18/2016-Legal.)

' NASEEM AHMED KHAN,
Deputy Secretary.
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THE SCHEDULE

_[s_ée rule 8 of these Rules] .

S

FORM A

Personal Information

Complainant Name (*)

Complainant Email Address/ Postal
address/Phone Number (*)

Number (*):

Complainant’s CNIC / NICOP (*)/ Passpoxt <

* | Complaint / Grievance Detail

Description of complaint / grievance (*)

and how does it relate to content category-

(A brief description of objéctionable content| -

Universal Resource . Locator (URLs/
Links(*) "

Attachment(*)
(URL/link  snapshot/copy

of

- All (*) Fields are mandatory
For official use only

File No.

objectionable content

Legal i’rovision(s) '

_|Relevarit Legal Provision

~ [(Reference of relevant law. related to content due to
twhich the above specified link shall be blocked)

Descnptlon of relevant legal pr ov1snon
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