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Purpose 
The purpose of Cyber Security Annual Report is to highlight the initiatives of the Authority to uplift 
cyber security posture of the Telecom Industry and define parameters for assessing risks and 
prioritizing cyber security initiatives and track the overall progress of the industry. The spirit behind 
publishing this report is to ensure transparency and fair competition among the Licensees. 

Background 
Pakistan Telecommunication Authority (PTA) has been making efforts to bring substantial 
improvements in cyber security of critical telecom assets of Pakistan. In this regard, PTA published 
CTDISR in 2020, which is based on 16 Security Domains comprising 104 controls. To ensure that 
organizations can allocate requisite budget/ resources etc. to fulfill the obligations under CTDISR, PTA 
gave a grace period of 1 year to its licensees for confirming complete compliance.  During this period, 
licensees had to fulfill obligations under CTDISR and conduct 3rd party audits from PTA’s approved 
audit firms (an updated list is available at PTA’s website). 

Subsequently, PTA formulated Cyber Security Audit Criteria after consultation with the industry, in 
order to standardize the audit process. To ensure that, PTA’s cyber security regulations (CTDISR) are 
implemented across the board in a uniform manner. PTA released National Telecom Cyber Security 
Framework-2022. The framework is based on CTDISR and defines the obligations of auditors and 
licensees. It provides guidance to the auditors for performing gap assessment. This includes 
interpretation and supporting documents against each clause of CTDISR, along with necessary 
compensating controls. Additionally, all controls have been classified based on defined Control Levels 
(CL1 to CL3) – CL1 being the basic level security control and CL3 an advanced level control with 
continuous improvements in accordance with their degree of criticality. 

To ensure compliance against CTDISR, on the completion of 3rd party assessment by PTA’s approved 
audit firms, PTA conducted a validation audit to ensure the quality of audit. PTA, in 2022, has 
conducted validation audits of top telecom operators, categorized based on customer base, size of 
network and license type etc. Since, the licensees are large in number, it is not possible to conduct 
validation audit of every licensee each year, however, PTA will try to validate audit of all major 
operators. 

The Annual Report, on compliance survey of CTDISR, provides semi-anonymized and aggregated 
information about major telecom sector security incidents and compliance of CTDISR security 
controls.  
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1. Executive Summary 
The cyber threat landscape has significantly grown over the past decade. This has required a high-
level cooperation and joint proactive effort among all stakeholders, including all telecom operators, 
to detect, protect and mitigate the emerging cyber threats and offensive activities, including state-
sponsored attacks, that would result in massive economic and reputational cost and would hinder the 
digital and technological growth of the nation. In pursuit to uplift the security posture of the Telecom 
Industry and building secure and resilient cyberspace for Pakistan, PTA’s Cyber Security Directorate, 
after extensive deliberation and consultation with the Telecom Industry and leading cyber security 
experts, has taken many steps to uplift overall security posture of Telecom sector.  

This report is being published to reflect 
the overall Cyber Security Index (CSI) of 
Pakistan Telecom Sector. It includes 
several cyber security initiatives to 
assess the cyber security readiness and 
resilience of telecom operators. This 
report highlights level of compliance, 
strong and weak areas, and overall 
ranking of its operators in accordance 
with CTDISR Domains. The report will 
also be published on the PTA’s website 
to provide transparency to the 
customers about the importance that 
their service providers are giving to 
protect their personal data. This will also 
generate a healthy competition among the operators that will help in prioritizing cyber security in 
their respective organizations at the highest level. 

CTDISR compliance audit validation activities by PTA Cyber Security Team started this year in January 
covering Cat-I and Cat-II operators. As per PTA’s approved audit criteria, Cat-I comprises all CMOs and 
large fixed-line operators with multiple licenses, whereas Cat-II includes medium to large 
operators/ISPs.  

The audit-validation activity covered the audit of 15 major licensee, which was completed in 
September 2022, following complete CTDISR compliance audit process which is described in the 
section of “CTDISR Compliance Audit Process”.  Based on the validation audits of Cat-I and Cat-II 
operators, performed by PTA Cyber Security Directorate, overall rating of auditees has been 
performed to encourage the operators’ efforts.  

In the light of PTA’s validation audit, Pakistan Mobile Communications Limited (PMCL) – Jazz has 
secured the highest percentage of compliance in Cat-I, followed by Telenor Pakistan as runner up. 
Whereas for Cat-II, Redtone has secured the highest compliance score, followed by Multinet.  

Besides this, the report also covers major initiatives being taken by PTA to uplift security posture of 
Pakistan Telecom Sector as well as future initiatives that will help in shaping secure digital future and 
pave our way in refining future cyber security audits in subsequent years.  

CTDISR COMPLIANCE AUDIT HIGHLIGHTS 

The Audit Revalidation of Licensee operators was conducted 
between January – September 2022. 

The 2022 edition of Pakistan Telecommunication Authority 
Cyber Security Annual report is targeted to assess the 
nationwide Telecommunication Operators’ cyber security 
posture in line with the CTDISR regulation. This includes audit 
revalidations from both “Large organizations” and “Small 
organizations”.  Organizations were chosen based on 
multiple factors including size of the network, number of 
licensees, type and category of licensees and number of 
customers being served. 
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2. Audit Methodology  
The process of CTDISR compliance audit is comprised of 6 steps, ranging from “Publishing of Cyber 
Security Audit Firms’ Criteria” to Publishing of rankings as a part of the annual report.   

 

 

 

2.1. End to End Process Flow of Audit 
The following is detailed end to end process flow of complete audit activity: 

 

 

2.1.1. Audit Objectives 
The overall objective of the CTDSIR audit is to validate the effectiveness of key controls as identified 
by the management and compliance with current policies and procedures relating to Information 
Technology / Information Security Controls and to identify any improvement opportunities. 

The CTDISR audit documented the controls within this process that address the following objectives: 
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 Duties related to Information Technology and Information Security Function(s) process are 
segregated; and 

 Controls are in place to support valid, accurate and timely processing of activities related to 
Information Technology / Information Security in accordance with the CTDISR. 

2.1.2 Audit Approach 
Broadly our audit approach includes: 

 Interviews of key personnel of management and relevant technical staff. 
 Performance of walkthroughs to corroborate the understandings of the process obtained 

through interviews. 
 Review of design and effectiveness of controls installed to mitigate assessed risks to ensure 

that these Information Technology / Information Security controls are complying with the 
approved policies and procedures. 

 Collecting feedback from the auditees to further improve regulations and framework. 

  



  

 

P a g e  | 8 

2.2. Compliance Review Criteria 
Following criteria was devised by PTA for conducting CTDISR audit validation: 

 

 

2.3. Assessment Scale and Scoring 
Following is the assessment scale and scoring criteria, along with the action-plan’s guidelines against 
each observation type: 

– 
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2.4. CTDISR Compliance Audit Scoring Criteria 
Following scoring criteria was used to determine the “Report Rating” after the PTA’s validation 
activity: 

Score 

         Non- Compliant 0 

        Partially Compliant 0.5 

        Compliant 1 
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3. Nationwide Outlook – Telecom Cyber Security Index 
As a result of CTDISR compliance audit validation by PTA, following is the ranking of the auditees based 
on the compliance scoring scheme and commitments shown by the licensees towards the cyber 
security readiness:  

 

Following graph represents the overall compliance percentage:  

 

 

In terms of individual category, Pakistan Mobile Communications Limited (PMCL) - Jazz has secured 
the highest compliance percentage in Cat-1, whereas for Cat-II RedTone has secured highest 
compliance percentage after PTA’s validation audit.  
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3.1. Telecom Industry Overall CTDISR Compliance Score 

With cybersecurity receiving the central focus globally, it is imperative that all telecom operators 
comply with the requirements of CTDISR to protect critical telecom data and infrastructure, and stay 
ahead of other sectors in providing safe experience to telecom users while proactively combating 
against latest and advanced incoming cyber security challenges.  

Based on the validation audits of Cat-I and Cat-II licensee, overall Telecom Industry compliance status 
is as follows:   

 

 

 

 

 

 

 

 

 

 

3.2. CTDISR Domain-wise Compliance  
Domain-wise compliance status is as follows – ranging from strongest to the weakest domain in terms 
of the overall compliance level:  
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3.3. Category-wise CTDISR Compliance Score  
The following graphs illustrate Category-wise compliance score:  

 

 

 

 

 

 

 

 

 

Following graphs show score of the strongest and weakest domains: 

 

 

 

 

 

 

 

 

 

4. Cyber Security Readiness Through Continuous Security Posture 
Assessments 

For Cyber Security Readiness, efficacy and efficiency of security controls implemented by the licensees 
were assessed through various parameters, including external security posture assessments by PTA, 
participation in PTA CERT portal coordination, and compliance against PTA’s cyber security advisories.  

4.1. External Security Posture Assessment 
To combat evolving and sophisticated cyber threats, it is important to conduct continuous external CS 
posture assessments to proactively detect threats and take measures to mitigate their effect. For this 
purpose, PTA is performing weekly non-intrusive vulnerability assessment and penetration testing 
exercise using tools such as RiskRecon (ex. MasterCard) and shares its report with the telecom 
operators to bridge the gaps.  This is in alignment with PTA’s strategy of securing the cyber space of 
telecom sector with a blend of AI and data-driven advanced technologies.  
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For this purpose, PTA’s weekly scan of 
publicly exposed assets of PTA’s 
licensees, analyses the CS posture of 
each licensee in terms of 39 critical CS 
parameters such as Software Patching, 
Application Security, Web Encryption, 
Network Filtering, Breach Events, 
System Reputation, Email Security, DNS 
Security, and System Hosting etc.  
Details against these categories can be 
found in Annex-A. 

Following graph shows the domain wise 
rating of publicly exposed assets of 
licensees in scope:  

 

 

 

 

 

 

 

 

 

 

PTA performed 7 Iterations of this non-intrusive scanning of public-acing assets of its licensees to 
assess the cyber security readiness of the telecom industry. During, the 1st Iteration the overall 
industry’s CS risk score was 6.72/10, which improved to 7.96/10 after the 7th iteration. The graph 
below highlights the overall risk scoring of the telecom industry 

: 
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5. PTA Cyber Security Initiatives 
Keeping in view the emerging cyber security threats and enabling cyber security resilience in telecom 
sector, PTA has initiated several cyber security initiatives, such as:  

5.1. CTDISR - Cyber Security Regulation 
PTA published the CTDISR in November 2020. To ensure that telecom operators can plan well and 
allocate requisite budget/ resources etc., PTA gave a grace period of one year to its licensees to comply 
with these regulations.  During this period, licensees had to fulfil all obligations and conduct a third-
party audit from PTA’s approved audit firms. There are 16 domains and 104 security controls in CTDISR 
covering mandatory and essential cyber security requirements for ensuring resilient and mature 
security landscape of our telecom sector. 

Following is a list of the CTDISR domains: 

 

5.2. Cyber Security Audit Firms Registration Criteria 
PTA has formulated a well-defined process of registering cyber security firms interested in carrying 
out third party audit of telecom operators following a well-defined qualification criterion in order to 
facilitate its licensees in CTDISR audit compliance. Subsequently, PTA formulated cyber security audit 
criteria (Annex-B) after consultation with the industry, to standardize the audit firms’ audit process. 

The approved criteria has three minimum baselines as under: 

 Mandatory Minimum Baseline Criteria for the Audit Companies. 
 Mandatory Minimum Baseline Criteria for Individual Resources 
 General Rules for Cyber Security Audit Firms 

5.3. Onboarding of Cyber Security Firms 
Cyber security audit firms have grown to a reasonable number in Pakistan. PTA issues yearly timelines 
to its licensees for conducting 3rd party CTDISR compliance audits. For this purpose, PTA has 
formulated a process of onboarding/registering Cyber security audit firms following “Cyber Security 
Audit Firms Criteria” after going through extensive due-deliberation and consultation process with 
telecom operators and renowned cyber security audit firms. Such firms can submit their applications 
to PTA and get themselves registered after a due diligent process of document verification and 
capacity assessment, after which these can be assigned to their respective categories.  
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5.4. Categorization of Licensee 
For the 3rd party audit, all the licensees are divided into 4 categories based on their infrastructure, 
user-base, service-profile and revenue etc. Cat-I comprised of CMO’s and large operators with multiple 
licenses, Cat-II comprised of large operators, Cat-III comprised of medium size LDI operators and Cat-
IV includes small operators.  

Licensees’ mapping to their respective categories with the corresponding security audit firms’ criteria 
can be found at Annex-C. 

5.5. Category Allocation of Cyber Security Audit Firms 
Similar to the operators’ categorization, PTA has categorized the cyber security firms into 4 categories 
on the basis of “Cyber Security Audit Firms Criteria” with a purpose to allow its licensees to get their 
3rd party audit from a cyber security audit firm capable in expertise and capacity commensuration the 
size of the telecom operator.  

Based on the Cyber Security Audit Firms Criteria, following is the current list of firms listed in 
accordance with their categories. This list will be continuously updated, as new security firms are 
approved or categories of existing firms are reviewed. Similarly, existing firms can also elevate their 
category by furnishing new evidence. 

 

It is significant to mention that, as per approved cyber security audit criteria, audit firms can perform 
the audit of their respective categories or below in the hierarchy. For example, firms qualifying for 
Cat-I can also perform security audits of licensees falling under Cat-II to Cat-IV. Similarly, firms 
qualifying for Cat-II, can also perform audit of Cat-III and Cat-IV, however, it cannot perform audit of 
licensees upward in the hierarchy i.e., Cat-I. 

5.6. National Telcom Cyber Security Framework for Telecom 
To ensure that, PTA’s cyber security regulations (CTDISR) are uniformly implemented across the board. 
PTA released the “National Telecom Cyber Security Framework” in 2022.  The framework is based on 
CTDISR regulation and defines the obligation of auditors and licensees. It guides auditors in performing 
gap assessment. This includes interpretation and supporting documents against each clause, along 
with necessary compensating controls. Additionally, all controls have been classified based on Control 
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Levels (CL1 to CL3), where CL1 is the basic security control while CL3 is an advanced level control with 
continuous improvements following its degree of criticality.  

Module activities focus on defining and establishing processes to identify, analyze and manage 
Telecom-specific risks to licensee’s critical infrastructure and data (CTI&CTD) to ensure smooth 
functioning of essential information/ communication systems under ordinary circumstances and their 
continuity on a minimum level during critical situations. 

5.7. PTA Computer Emergency Response Team (CERT) Private Portal 
PTA has introduced a private CERT portal for its 
licensees in 2021, in continuation to its efforts 
to improve security posture of Pakistan Telecom 
Sector and to protect and safeguard National 
Critical Telecom Data and Infrastructure. PTA is 
in a process of establishing National Telecom 
CERT (nTCERT) with a dedicated National 
Telecom Security Operations Centre (nTSOC) to 
continuously monitor CTI&CTD in real time and 
respond to cyber incidences. The CERT Portal 
will be integrated with the nTCERT/ nTSOC. This 
initiative will enable PTA and its licensees to 
share Threat Intelligence with each other to 
achieve regulatory compliance of PTA cyber 
security regulations. 

This portal has been established after close coordination and input from the telecom operators. 
Primarily, this portal will facilitate information sharing and exchange between PTA and telecom service 
providers on latest cyber security threats, incidents, vulnerabilities, security news and other related 
information. Continual improvements in the portal are being carried out based on operational 
requirements. 

PTA shares cyber security advisories, latest threats and security vulnerabilities through its CERT Portal. 
Furthermore, licensees also share their threat intelligence with PTA and other operators through the 
same CERT Portal, shared with overall industry.  

5.8. Cyber Security Early Warnings and Surprise Visits 
PTA has been actively collaborating with local security companies, threat intelligence partners and its 
operators to proactively assess security risk and has been taking measures for improving the cyber 
security readiness and resilience of telecom operators. Based on trend analysis, PTA keeps issuing 
special early warnings, security alerts and advisories to telecom industry on special occasions, 
especially national/ religious days etc. On such occasions, PTA also plans to conduct surprise visits/ 
audits to evaluate readiness level of our operators’ cyber security teams.   

5.9. National Telecom Computer Emergency Response Team (nTCERT) 
Public Portal 
In order to extend cyber security support to general public, PTA launched a public portal of nTCERT in 
2022 with the following objectives:  

 Sharing latest security advisories and alerts with the general public. 
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 Awareness messages on safe usage of the Internet services.  
 Information on capacity-building initiatives and workshops.  
 Latest information regarding CTDISR. 
 Public feedback on emerging threats and suggestions for improvement. 
 An interface to the general public for sharing any threat intelligence information. 

5.10. Capacity Building & Awareness 
PTA collaborates with various national and 
international organizations, such as ISOC, 
PKSIG, APNIC, ITU etc. to arrange online and 
face-to-face trainings for the telecom industry 
and other related organizations. PTA keeps 
developing and issuing various infographics to 
raise public awareness and apprise end-users 
of the security measures that they can take to 
recognize and respond to threats and scams 
on social media.  

 

 

 

 

 

 

 

6. Way Forward & Future Plans 
PTA is making all out efforts to improve security of critical telecom assets of Pakistan. In this regard, 
some new initiatives are in progress to improve and uplift the cyber security posture of telecom sector. 

6.1. CTDISR Control Level Compliance  
Since, the National Telecom Cyber Security Framework is based on CTDISR and defines obligation of 
auditors and licensees, it provides guidance to auditors for performing gap assessment in the light of 
the CTDISR. This includes interpretation and supporting documents against each clause along with 
necessary compensating controls. Additionally, all CTDISR controls have been classified based on 
Control Levels (CL1 to CL3) with CL1 being basic security control and CL3 with advanced with 
continuous improvements.  

National Telecom Cyber Security Framework has defined three maturity levels based on the 
complexity of the controls: 

a. Control Level 1 (CL1):  CL1 includes basic security requirements and controls.  
b. Control Level 2 (CL2): CL2 includes advanced security requirements and controls in addition 

to the existing requirements within CL1. 
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c. Control Level 3 (CL3): CL3 includes requirements and security controls that are more focused 
on continuous monitoring and continuous process improvements to controls/requirements 
defined in CL1 and CL2 to achieve compliance with a higher level, compliance with all 
preceding levels is required. 

Since, Control Level 3 comprises of advanced controls which require higher level of organization’s 
maturity, PTA has mapped Control Levels in accordance with the categories of licensees. Following is 
mapping of licensee categories against respective control levels. Detailed table of individual licensee 
mapping can be found under Annex-D.  

 

6.2. CTDISR Audit Plan for 2023 
In addition to the National Telecom Cyber Security Framework and in pursuit of the mission of PTA for 
uplifting the security posture of the Telecom Industry and achieving secure and resilient Pakistan's 
cyberspace considering the continual security improvement aspect, PTA has issued deadline of April 
2023 for completing 3rd party CTDISR audits by all licensees for their mandatory compliance. 

6.3. National Telecom CERT/SOC 
PTA is establishing nTCERT and nTSOC to coordinate CTI&CTD security and resilience efforts across 
nationwide telecom operators using trusted partnership and cooperation among all public/ private 
stakeholders. Following are the main components of nTSOC:  

 Security Information and Event Management (SIEM), integrated with all major Telecom 
Operators’ SIEMs and critical assets of Telecom Sector to form a unified security monitoring 
system to provide oversight of national cyber defense. 

 Threat Intelligence Platform (TIP), integrated with trust global threat intelligence feeds 
upward and with the TIPs deployed by telecom operators downward to share alerts about the 
threats/incidences and advising about best remedial measures.  

 Building case management tools for industry regulatory compliance.  
 Providing context-aware real-world risk assessment and incident analysis to the constituency. 
 Forensic lab to investigate incidences taking place in the telecom sector. 
 Developing Human capability including skilled and certified workforce to manage SOC/CERT 

operations (L2/3 analysts, system/NW experts for generating/coordinating response, Deep 
Analysis team to carry out analysis of new threats with the help of labs with academia and 
other relevant stakeholders) 

 Supporting small sized operators in deploying cost effective security solutions to integrate 
their NWs with PTA’s unified platforms and meet compliance. 
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6.4. Revamping of nTCERT Portal 
PTA has introduced the private CERT portal in 2021 for its licensees, in continuation to its efforts to 
improve security posture of Pakistan Telecom Sector and to protect and safeguard National Critical 
Telecom Data and Infrastructure. This initiative will enable PTA and its licensees to share Threat 
Intelligence with each other to achieve regulatory compliance of PTA Cyber Security regulations. 

This portal has been established after close coordination and input from the telecom operators. 
Primarily, this portal is facilitating information sharing between PTA and telecom service providers on 
latest cyber security threats, incidents, vulnerabilities, security news and other related information. 
Continual improvements in the portal will be carried out based on operational requirements. 

With the goal to enhance capacity, capability, and effectiveness of nTCERT, PTA will take the following 
steps:  

 Integrating this portal with own TIP and other global CERTs such as AP CERT, FIRST CERT, 
Pakistan’s National CERT nCERT, and other national CERTS for sharing of threat intelligence, 
advisories and security alerts and ensure active participation in these forums.   

 Automating CERT functions with proactive and reactive actions, such as real-time email/SMS 
notifications, advisory attachments in alerts and incident forwarding. 

 CTDISR Survey form & Statistics/Graphs Logging of user activities in Portal. 
 Integration with ticketing systems and CTI/CTD pipeline for DevOPs environment. 
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Annex-A 
External Posture Security Assessment Domains 

 

  

Domain Rating Description 

 
Breach Events 

The Breach Event domain summarizes the breach events the organization has 
experienced. Recent breach events indicate gaps in the breach events 
protection program. 

 
Software Patching 

Enumerates systems that are running end-of-life and vulnerable software. 
Because end-of-life software is not supported by the vendor, it cannot be 
patched against known security issues or new vulnerabilities that might be 
discovered, increasing likelihood of system compromise. 

 
Web Encryption 

RiskRecon used passive techniques to analyze web encryption security 
configurations. Correctly configured web encryption is essential to ensuring 
that communications are protected from eavesdropping and that people can 
verify the authenticity of the system. 

 
DNS Security 

The DNS Security domain assesses the use of controls to prevent 
unauthorized modification of domain records resulting in domain hijacking. 
This domain also enumerates the DNS hosting providers to determine level 
of fragmentation. 

Email Security The Email Security domain analyzes the security configuration of email 
services. 

 
System Hosting 

The System Hosting domain provides insight into the Internet attack surface 
of the company, detailing the number of systems, the system hosting 
providers, and the system geolocations. How the organization has 
instantiated its internet presence is a driver of the complexity of managing IT 
security, privacy, and regulatory risk. 

 
 
System Reputation 

The System Reputation domain enumerates systems owned by the company 
that are communicating with monitored C2 servers, sinkholes, honeypots, or 
are exhibiting other hostile activity. The presence of the organization’s assets 
in threat intelligence feeds is an indicator of lack of consistent and effective 
security controls deployed to all systems necessary to prevent malware 
infection and system abuse. 

 
Application  
Security 

The Application Security domain assesses each discovered web application 
for compliance with widely accepted application security practices that can 
be assessed using passive techniques. Consistent deployment of web 
application security controls appropriate for the risk context of the system is 
important to defend against application-level attacks. 

 
Network Filtering 

Analyzes company networks and systems for the presence of unsafe network 
services and IoT devices. Proper control of the services exposed to the 
Internet is a basic security practice, as unsafe network services and IoT 
devices are a common vector for compromising systems and networks. 
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Annex-B 
 

Cyber Security Audit Firm Registration Criteria 

Audit Firm Registration Criteria 

Scope: This policy is applicable for companies/firms conducting Cyber Security audits/Penetration 
Testing/Red Teaming engagements across infrastructure/information systems of PTA’s Licensees.  

A Mandatory Minimum Baseline Criteria for Company  

1 Taxpayer Active Taxpayer + Sales tax registration 

2 Registration SECP 

3 Incorporation Time 1 year  

4 Grace Period Timeline  March 2022 

5 Audits Experience 
2 Cyber Security Audit/Pentesting/Red Teaming 
projects of similar scope/project size of relevant 
category. 

6 Company Profile & Documentation  As defined in section C  

7 No. of Technical Resources Minimum two (02) 

8 No. of Certified Resources 

Cyber Security audit firm should have at least two 
(02) certified, permanent technical employees, each 
having relevant security certification, from at least 
two (02) of the following bodies: ISACA, (ISC)², SANS, 
EC-Council and Offensive Security, ISO 

B Mandatory Minimum Baseline Criteria for Individual Resource  

1 Qualifying Certification Bodies  
ISACA, (ISC)2, EC-Council, Offensive Security, SANS, 
ISO 

2 Cyber Security Auditing Experience 2 years  

3 Pentesting Experience 2 years  

4 Certifications 
At least two (02) certified resources from qualifying 
certification bodies ISACA, (ISC)², SANS, EC-Council, 
Offensive Security 

5 Association with Company as a permanent 
employee  

6 months  

C General Rules for Cyber Security Audit Firms 

1 
Cyber Security audit firm should be registered with SECP or relevant Registrar of firms. 
Company/firm should appear Active Taxpayer list (ATL) of income and sales tax issued by FBR.  

2 
Cyber security audit must not be performed by a subsidiary/affiliate/associate firm of the Licensee 
in order to avoid conflict of interest.   

3 Cyber Security Audit Firm should not outsource its Cyber security auditing/pentesting/red teaming 
engagement to any foreign 3rd party assessor, auditor and audit firm.  

4 
Foreign companies having their local representation Branch office in Pakistan can also apply, 
subject to registration with SECP and FBR or relevant registrar of firms in Pakistan. 

5 
Cyber Security audit Firm should not be a blacklisted firm/company in Public/Private sector within 
Pakistan or abroad, due to any factor including but not limited to unsatisfactory performance, 
breach of general/specific instructions or NDA, corrupt practices and/or any fraudulent activity. 

6 
Cyber Security audit firms can perform audit of their respective categories or downward in the 
hierarchy. For instance, firms qualifying for Cat-I, can also perform audit of licensees falling under 
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Cat-II to Cat-V, similarly, firms qualifying for Cat-II, can also perform audit of Cat-III to Cat-V, 
however, firms qualifying for Cat-V cannot perform audit of licensees upward in the hierarchy i.e. 
Cat-IV to Cat-I.   

7 
Cyber security audit firm should have documented policies and procedures including but not 
limited to Information Security processes and procedures, Personnel security and development. 

8 

While assessing the cyber security audit firm, PTA may review several key areas of discipline 
including but not limited to assessment methodology, profiles of certified individuals/resources, 
data storage and retention policies, Information sharing policy and procedure, Tools and reporting 
methodology. 

9 

Upon being listed under Cyber Security Audit Firm’s approved list, PTA reserves the right to 
conduct a full assessment at any given point of time, which may require re-submission of all 
relevant documents submitted at the time of registration or any other additional document which 
may be required for additional scrutiny.  

10 

In case of violation of any clause in the NDA by the approved Cyber Security Audit Firm, licensee is 
mandated to provide information including necessary details to PTA. In that case, PTA reserves 
the right to terminate the membership of the Cyber Security Audit Firms and initiate legal 
proceedings wherever necessary.  In case of termination of membership, prior intimation shall be 
provided to all the licensees and duly updated on the website.    

11 
List of approved Cyber security audit firms will be published on PTA website and would be 
updated on regular basis.   

12 
PTA reserves the right to revise Cyber Security Audit Firm Registration Criteria at any given point 
of time on need basis.  Licensees shall be apprised prior to revision of this criteria.   

 

  



  

 

P a g e  | 24 

Annex-C 
 

Licensee Categorization and Audit Firm Mapping 

S. No. Categories 
Licensee 

Type 
Licensee/ Telecom Operators 

Cyber 
Security Audit 

Experience 
(in years) 

(Minimum) 

No. of 
Permanent 
Technical 

Resources  
(Minimum) 

No. of 
Technical 
Resources 

Certification  
(Minimum) 

1. Cat-I 

CMOs & 
Large 
Operators 
with 
multiple 
Licenses 

Ufone, Telenor, JAZZ, ZONG, 
PTCL, TWA, SCO, NTC 

6 7 7 

2. Cat-II 
Large 
Operators 

Brain Telecom, Comsats Internet 
Services, Connect 
Communications, Cyber Internet 
Services, Fariya, KK networks, 
LinkDotNet, Master 
Communication, Multinet, 
Nayatel, REDtone, Wateen 
Telecom, Web Concepts, Wi-
Tribe 

4 5 5 

3. Cat-III 
Medium 
and LDI 
Operators 

DV Com Data, 4B Gentle, 7 Star 
telecom, ADG LDI, Aero 
Communication, Apex Internet, 
Apollo Telecom, AT & T Global, 
Circle Net, Cube Xs Weatherly, 
Dancom, East Tel AJK, Ebone 
Network, Equant Pakistan, 
Eureka Net, Evamp & Sanga, FDI 
Fast Developers, Fiber Beam, 
Fiber Link, Fiber2home, Future 
Networks, Galaxy Technology, 
Gemnet Enterprises, Geo IT, 
Gerry's, Hajwari Net Zone, Hazara 
Communication, Helium 
Communication, IJ Internet 
Services, Infostructure, Instacom, 
Khyber Internet Services, 
Micronet Broadband, Multan 
Cable and Internet, Multi City 
Broadband, Nexlinx, Optix , 
Orient Expresslid, Pak Datacom, 
Paragon Telecom, Prime Vision 
Communications , QuBees/Sharp 
Com, Satcomm, Sharp Tel, Sky 
Telecom, Smart telecom, Soft 
Ends AJK, Superior Connections, 
Supernet Limited, Telecard , 
Telenex, The Professional 
Communication, Tufa 
Telecommunication, Vision 
Telecom, WanCom, Waylink, 
Wideband Communication, 
WiseCom, Zeta Technologies 

3 3 3 

4. Cat-IV 
Small 
operators Rest others… 1 2 2 
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Annex-D 
 

Telecom Operators Categorization 

S. 
No. 

Categories Licensee Type Licensee/ Telecom Operators 
Cyber Security Audit 
Experience (in years) 

(Minimum) 

1. Cat-I 

CMOs & Large 
Operators with 
multiple 
Licenses 

Ufone, Telenor, JAZZ, ZONG, PTCL, TWA, 
SCO, NTC 

CL3 

2. Cat-II 
Large 
Operators 

Brain Telecom, Comsats Internet Services, 
Connect Communications, Cyber Internet 
Services, Fariya, KK networks, LinkDotNet, 
Master Communication, Multinet, Nayatel, 
REDtone, Wateen Telecom, Web Concepts, 
Wi-Tribe 

CL3 

3. Cat-III 
Medium and 
LDI Operators 

DV Com Data, 4B Gentle, 7 Star telecom, 
ADG LDI, Aero Communication, Apex 
Internet, Apollo Telecom, AT & T Global, 
Circle Net, Cube Xs Weatherly, Dancom, East 
Tel AJK, Ebone Network, Equant Pakistan, 
Eureka Net, Evamp & Sanga, FDI Fast 
Developers, Fiber Beam, Fiber Link, 
Fiber2home, Future Networks, Galaxy 
Technology, Gemnet Enterprises, Geo IT, 
Gerry's, Hajwari Net Zone, Hazara 
Communication, Helium Communication, IJ 
Internet Services, Infostructure, Instacom, 
Khyber Internet Services, Micronet 
Broadband, Multan Cable and Internet, Multi 
City Broadband, Nexlinx, Optix , Orient 
Expresslid, Pak Datacom, Paragon Telecom, 
Prime Vision Communications , 
QuBees/Sharp Com, Satcomm, Sharp Tel, Sky 
Telecom, Smart telecom, Soft Ends AJK, 
Superior Connections, Supernet Limited, 
Telecard , Telenex, The Professional 
Communication, Tufa Telecommunication, 
Vision Telecom, WanCom, Waylink, 
Wideband Communication, WiseCom, Zeta 
Technologies 

CL2 

4. Cat-IV 
Small 
operators 

Rest others… CL1 
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